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https://www.di.ubi.pt/~desousa
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quem sou eu’?

tenho uma profissdo extraordinaria
sou programador
num contexto invejavel
programo muito, e programo o que me parece relevante

estudo a programacao, as suas estruturas de dados, os seus algoritmos,
as suas linguagens, os seus métodos e os seus aspectos mais inovadores

e, na sequéncia, tenho o privilégio
de a ensinar e de tentar fazé-la progredir
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quem sou eu’?

classicamente, quem programa muito costuma questionar-se sobre dois
aspectos:

e como programar mais?
ou seja levar para a programacdo novos problemas que n3o se
resolviam antes pela programacdo (algoritmos, estrutura de dados,
novas dominios de aplicagdo da programacdo etc.)

e como programar melhor?
ou seja, como fazer melhor o que ja sei fazer

tenho divido a minha actividade de programac3o entre estas duas
preocupacdes, mas falarei hoje mais desta altima

SMDS DLPC 4



programar a internet das coisas?

as coisas (como entendido na internet das coisas) programam-se!

vou falar de programacdo, de linguagens de programacio, de bugs, de
confiabilidade, de seguranca, de como a seguranca é um caso particular de
confiabilidade etc... num contexto de aparéncia geral

mas n3o se esqueca que tudo isso se aplica a internet das coisas

SMDS DLPC


http://iotindiamag.com/wp-content/uploads/2016/12/47418899.jpg

mas o que é a internet das coisas’

termo que designa um estado de facto tecnolégico mais do que uma tecnologia
ou um conceito préprio novo

da miniaturizacdo dos dispositivos computacionais, de uma capacitacdo das

tecnologias de comunicag3o, as coisas (que estiveram sempre) 3 nossa volta

podem calcular, tomar decisdes simples e comunicar, de forma macica e ubiqua
(previsdo para 2025: 150 mil milhdes de coisas conectadas)

ha, claro, uma recuperacdo mediatica do termo, de varias formas e por varios
motivos.... tornou-se uma buzz-word como ja o foi o SOA, o e-Health como
ainda o é a Cloud, o Big Data e como os serdo muitos outros....

(quem se lembra de ubiquitous systems, pervasive computing, large scale
distributed systems, mobile computing, embedded systems, grid, cluster systems
etc. com certeza percebera toda a ironia da primeira afirmac3o)
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perspectivando, numa imagem
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Vehicle,asset person & pet Agriculture automation  Energy consumption  Securdfy & Building nanagment
monitoring & controlling survedllance
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ah ah ...promessas ...smarter tomorrow ...
voltaremos a questdo do “smarter”...
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https://www.youtube.com/watch?v=dQw4w9WgXcQ

desafios, futuro do loT?

a loT prop&e solugcbes tecnologicamente adequadas a desafios societais e
econémicos relevantes

assim, desafios, perspectivas, futuro...
= ... mais negocio
por isso mais capacitacao, desenfreada, da loT, em particular
e mais escala,
e mais eficiéncia
e mais duracdo (bateria, alcance, etc.),

® mais intera¢do, mais integracdo

mas também, e é o meu ponto nesta apresentacio:
e mais robustez, confiabilidade
® mais seguranca

em termos tecnolégicos, a loT vem acelerar, potenciar ameacas e fraquezas

existentes
SMDS DLPC


http://iotindiamag.com/wp-content/uploads/2016/12/54891781.jpg

eficiéncia e disponibilidade vs security, safety e confiabilidade

estas duas dimensdes competem entre si e a primeira esta no ar do tempo...

assim, parte dos desafios colocados a programacdo robusta da internet das
coisas podem explicar-se como:

as coisas computacionais ndo sdo, em geral, computadores tradicionais, sdo
sistemas embutidos

logo, dispde de recursos limitados:
e poucos recursos em termos de meméria
e alimentam-se por bateria (nem todos)
e recursos computacionais limitados e poupados

obriga a que seja feito um compromisso computacional que tende para a
economia e a eficiéncia, em detrimento da precaucdo, da
redundancia, da seguranca

SMDS DLPC 9


http://iotindiamag.com/wp-content/uploads/2016/12/image.jpg

o desafio da confiabilidade e da seguranca

a seguranc¢a/robustez de um sistema (informatico) mede-se pela forca do seu elo
mais fraco

em geral, este elo... somos todos nés! (developper, cliente, utilizador etc.)

mas deixando de lado a engenharia social, a seguranca dos sistemas
computacionais é hoje em dia muito menos posta em causa por mecanismos
criptograficos deficientes (no entanto, é possivel... é possivel...) ...

... do que por falhas no software

SMDS DLPC 10



uma mensagem para

cada bug &€ um ataque a espera de ser

Russia has developed a cyber weapon that can disrupt
power grids, according to new research

The weapon has the potential 1o be the most disruptive yet against electric
systems that Americans depend on for daily life.

WASHINGTONPOST.COM | POR ELLEN NAKASHIMA

1l Gosto @ Comentar A Partilhar

& John loannidis As | pointed out elsewhere, this is the wrong phrasing. The
correct phrasing w’s"'the power grid is running buggy software that is remotely

SMDS DLPC
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don't touch my carl!

# WMIEEE

HACKERS REMOTELY RILL A JEEP ON'THE

HIGHWAY—WITH ME INIT T —
If consumers don't realize
this is an issue, they should,
and they should start
complaining to carmakers.
This might be the kind of
software bug most likely to
kill someone.

—CHARLIE MILLER

(fonte - link)
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https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

a internet das coisas

2016 Dyn cyberattack

From Wikipedia, the free encyclopedia

The 2016 Dyn cyberattack took place on October 21, 2016, and involved multiple distributed denial-of-service
attacks (DDoS attacks) targeting systems operated by Domain Name System (DNS) provider Dyn, which caused
major Internet platforms and services to be unavailable to large swathes of users in Europe and North
America.[2%] The groups Anonymous and New World Hackers claimed responsibility for the attack, but scant
evidence was provided.[4llbetter source needed]

As a DNS provider, Dyn provides to end-users the service of mapping an Internet domain name—when, for
instance, entered into a web browser—to its corresponding IP address. The distributed denial-of-service (DDoS)
attack was accomplished through a large number of DNS lookup requests from tens of millions of IP addresses.!5!
The activities are believed to have been executed through a botnet consisting of a large number of Internet-
connected devices—such as printers, IP cameras, residential gateways and baby monitors—that had been
infected with the Mirai malware. With an estimated throughput of 1.2 terabits per second, the attack is, according to
experts, the largest DDo$S attack on record. 6!

Contents [hide]
1 Timeline and impact
1.1 Affected services
2 Investigation
3 Perpetrators
4 See also
5 References

(fonte wikipedia - link) (outro link)
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ataca a internet

Dyn cyberattack
»
S o

Map of areas most affected by attack,
16:45 UTC, 21 October 2016.("!

Time 12:10 - 14:20 UTC
16:50 — 18:11 UTC
21:00 - 23:11 UTC
[citation needed][needs update]
Date October 21, 2016

Location Europe and North America,
especially the Eastern United
States

Type Distributed denial-of-service
Participants Unknown

Suspect(s) New World Hackers, Anonymous
(self-claimed)
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https://en.wikipedia.org/wiki/2016_Dyn_cyberattack
https://www.welivesecurity.com/2016/10/24/10-things-know-october-21-iot-ddos-attacks/

e a internet das coisas ataca-nos

9 PRIVACY AND SECURITY FANATIC o ot estname) e felance e and

By Ms. Smith, Network World with a special and personal
interest in IT privacy and security issues.

University attacked by its own vendin%
dma(_:hines, smart light bulbs & 5,000 loT
evices

A university, attacked by its own malware-laced soda machines and other botnet-
controlled loT devices, was locked out of 5,000 systems.

SMDS DLPC 15



0 panorama e 0 nosso mapa para hoje

assim a cadeia dos actores envolvidos s3o

o contexto de execug¢3o...

a metodologia a linguagem ou seja:
e o contexto de ° de o compilador
desenvolvimento de  Programador programacio o sistema operativo, o
software hardware, a coisa na

internet,

de quem & a culpa? se é que ha um (Gnico) culpado...

SMDS DLPC
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engenharia ou fabrico de software?

o desenvolvimento de software est4 inserido num contexto econémico agreste (s6
falando deste aspecto)

quando existe, o processo de desenvolvimento de software resume-se a uma
actividade meramente técnica, confundindo-a, muitas vezes, a uma obra de
artesanato milagrosa

insistindo:

do que me foi algumas vezes dado a ver, as metodologias de desenvolvimento de
software actuais sdo a uma verdadeira @ngenharia (de Software) e a sua

ciéncia, o que a homeopatia é a medicina moderna

provocacio? vejamos por exemplo a usual equacdo do software:

Software in the market = bug report channel

SMDS DLPC 18



custo dos bugs

Cambridge University Study States Software
Bugs Cost Economy $312 Billion Per Year

PRWeb

According to recent Cambridge University research, the global cost of debugging software has risen to $312
billion annually. The research found that, on average, software developers spend 50% of their programming
time finding and fixing bugs. When projecting this figure onto the total cost of employing software developers,
this inefficiency is estimated to cost the global economy $312 billion per year.

To put this in perspective, since 2008, Eurozone bailout payments to Greece, Ireland, Portugal, and Spain
have totaled $591 billion. These bailout payments total less than half the amount spent on software debugging

over the same five year period.

(fonte: link)

SMDS DLPC
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http://insight.jbs.cam.ac.uk/2013/financial-content-cambridge-university-study-states-software-bugs-cost-economy-312-billion-per-year/

economia do bug

IF WE BUILD OUR
SOFTLWARE WITH NO
BUGS, WE CAN MAKE A
10% RETURN ON OUR
INVESTMENT.

Dilbert com  DilberCarioonistffigmail com

BUT IF WE DO A POOR
JOB, LIE CAN MAKE A
40% RETURN BY SELLING
UPGRADES AND SERVICE.

2% ®200 Soolt Adams, Inc./Dist. by UPS. Inc.

BUT DON'T
WORRY. LJE
ONLY HAVE
THE BUDGET
FOR A POOR
JOB.

Interltdio: Software Horror Stories (link)

SMDS

DLPC

I CANT
REMEMBER
IF WERE
CHEAP OR
SMART.
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http://www.cs.tau.ac.il/~nachumd/horror.html

solucdes?
n3o é de todo um problema facil, nem sequer exclusivamente técnico, nem
vislumbro solucdes de curto ou médio prazo
as causas sdo variadas, complexas e de natureza muito heterogénea

(econdmicas, sociais, politicas, técnicas e cientificas...)

teremos numa economia e num mercado como o nosso a possibilidade de
fazer engenharia de software como fazemos (por exemplo) engenharia
aerospacial, ou engenharia civil?

actualmente... ndo

(assina-se projectos de informatica como se assina projectos de engenharia civil?)

SMDS DLPC 21



solucdes?

olhando para os aspectos ndo técnicos, é preciso mudar mentalidades,
repensar os processos de desenvolvimento,

que as organizacdes, o mercado, a economia... reconsiderem o papel do
software e da sua manufactura

ha no entanto compromissos, consciencializacdo e avancos

SMDS DLPC 22



solucdes?

mas concentremo-nos nos aspectos técnicos do desenvolvimento e da
execucdo do software para a internet das coisas

havera Leis do Software para um engenheiro de software como ha Leis
da Fisica para um engenheiro civil?

as leis do software existem mas nao s3o todas bem estabelecidas

mas, de qualquer forma, nem sequer as bem estabelecidas sdo do
conhecimento comum do engenheiro de software

SMDS DLPC 23
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um preladio vernacular

no resto da apresentacio falar-se-a4 muito de

e safety: um programa ndo causa problemas (ndo causa divisdes por
zero, n3o danifica o ambiente onde esta, n3o causa erros como
segmentation faults etc.)

é a seguranca interna, passiva

e security: um programa sabe prevenir-se de problemas externos
(ataques, corrupgdo dos dados, etc..)
é a seguranca externa, activa

e soundness, correctness, confiabilidade, correcdo funcional
um programa & sound, correcto, de confianca, quando cumpre
exactamente, nem mais nem menos, a fungdo para o qual foi
desenhado

de notar que em portugués as duas primeiras nocdes, bem diferentes, se
traduzem indiscriminadamente por seguranca.

SMDS DLPC 25



estima-se que na indastria de software entre
15 a 50 bugs s3o introduzidos por cada
1000 linhas de cédigo produzidas

(de Code Complete - Steve McConnell)

SMDS DLPC

o programador
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... deixando falar os mestres

If debugging is the process of
removing software bugs, then
programming must be the process

of putting them in.

DLPC 27


https://pt.wikipedia.org/wiki/Edsger_Dijkstra

SMDS

...deixando falar os mestres

Debugging is twice as hard as writing
the code in the first place.
Therefore, if you write the code as
cleverly as possible, you are, by

definition, not smart enough to
debug it.

— Bein (75 rrvha —
Brian Kernighan

DLPC 28


https://en.wikipedia.org/wiki/Brian_Kernighan

um aparte

consigo corrigir todos os vossos trabalhos de programacido num piscar de
olho !

sinto-me realizado no meu papel de professor quando deixo de o poder
fazer no fim da vossa passagem pela UBI

(mas que n3o seja no PhD... ha muito tempo que me deveriam ter

deslumbrado ;))
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SMDS

quem é mais temivel? o bug ou o Terminator?
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Vin Cerf sobre a internet (das coisas)

VINT CERF: BUGGY SOFTWARE IS SCARIER THAN
A ROBOT TAKEOVER

o g on the
of Internet Gov¢

und

23-24 Apr

(fonte: (link))

SMDS

Robots won't take over humans, but buggy
software might, according to the Google exec
known as the “father of the Internet.”

()
“I'm actually not as worried about artificial
intelligence and robots as | am with software and
robots,” he said during an event Monday at the
Italian embassy. “If there are bugs in the software
and some device is operating autonomously with
regard to that software, the bugs can cause bad
things to happen.”

()

People aren’t careful enough about updating their
software — especially when such software is
increasingly running heating and ventilation,
among other functions — and also making sure the
software they're updating doesn't include malware.

“The big headline | worry about is, ‘100,000
Refrigerators Attack Bank of America,'” he said.
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https://en.wikipedia.org/wiki/Vint_Cerf
http://www.nextgov.com/emerging-tech/2016/04/vint-cerf-buggy-software-greater-threat-rogue-robots/127808/?oref=NextgovFB

Bruce Schneier sobre a internet (das coisas)

Click Here to Kill
Everyone

With the Internet of Things, we're
building a world-size robot. How are we
going to control it?

By Bruce Schneier

Truism No. 3: Connecting everything to each other
via the internet will expose new vulnerabilities.

(fonte: (link))

Truism No. 1: On the internet,

attack is easier than defense. Truism No. 4: Everybody has to stop the best

attackers in the world.

Truism No. 2: Most software is
poorly written and insecure.
SMDS DLPC

Truism No. 5: Laws inhibit security research.
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https://en.wikipedia.org/wiki/Bruce_Schneier
http://nymag.com/selectall/2017/01/the-internet-of-things-dangerous-future-bruce-schneier.html

culpar os programadores?

uma palavra de conforto do grande mestre dos programadores

“...0ne of the most important lessons,
perhaps, is the fact that SOFTWARE IS
HARD. From now on | shall have
significantly greater respect for every
successful software tool that |

encounter...

— Denald Knuth —

SMDS DLPC 88


https://en.wikipedia.org/wiki/Donald_Knuth

a pratica e o dominio da programacao

de forma resumida é preciso ter em conta o contexto seguinte:

® ser programador (bom e efetivo) requer uma formagio exigente e completa

aprender aprender aprender....
.... praticar praticar praticar

® o contexto (da organizagdo, metodolégico, econdémico, etc...) onde os
programadores evoluem tem impacto

® nunca considerar c6digo como adquirido, sempre desconfiar do seu e do cédigo
dos outros, conhecer o cédigo que usa, perceber porque funciona bem ou quais s3o
as suas fraquezas

ndo reduzir a programacdo a uma actividade de reutilizacdo de cédigo

® pair programming, regression testing intensivo e efectivo, documentar, refactoring

® conhecer perfeitamente as ferramentas de desenvolvimento, n3o se confine a uma,
escolher a melhor para a tarefa em causa (quando o contexto o permite)

SMDS DLPC 34



a pratica e o dominio da programacao

N3o existam boas linguagens, s6 existam bons programadores!

The Practice of
Programming

o~ Brian W. Kernighan
E os bons programadores conhecem as licdes de  robbike o

Brian Kernighan & Robert Pike

SMDS DLPC
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culpar os programadores?

dos pontos anteriores, deixem-me insistir e destacar o seguinte:

as linguagens de programacao e os seus compiladores propéem cada um
deles um compromisso particular na questdo “eficiéncia vs seguranca”

no uso de uma ferramenta particular, & obrigatdrio saber quais sdo esse
COMpromissos

uma assunc¢do implicita e muitas vezes quebrada é: a organizacdo, o

compilador, o SO etc.. assumem que
o programador sabe muito bem o que faz

se uma linguagem é permissiva, ela confia que o programador saiba utilizar toda a
profusdo de flexibilidade a bom proveito e sem asneira

great power comes with great responsability
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idealizacdo do programador

um programador eximio é alguém que domina do bit, do circuito l6gico, ao grafo
e a complexiade assimptotica, passando pelas camadas intermédias todas!

THegi) Jaxmimj

SUPLOSY [EOLIWNUILDS
Bunparag pue fupiog

KNUTH
E 2
Z
)
g
&

ja leram algum deles?

ja agora... esta é uma foto de alguns dos livros da biblioteca pessoal do Bill Gates
SMDS DLPC 37
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linguagens de programacdo para a loT

as linguagens populares s3o:

C, JavaScript, C++, assembly, Java, Python, PHP

muitos destas linguagens, por construcdo, ndo sdo imunes as memory
leakages, ou construcdo programaticas ambiguas, ndo dispdem de
semanticas rigorosas e bem estabelecidas

SMDS DLPC
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um tweet recente de um especialista sobre a questao

Michael Hicks @michael_w_hicks - 31 de mar
AQ In @ubuilditbreakit, using C made a security

bug 8.5x more likely than when using a
statically type-safe language. All due to
memory errors,

tweet do 31 de marco de 2017

reencontramos aqui os efeitos de compromissos de desenho (eficiéncia vs
confiabilidade) mal ponderados e logo com consequéncias potencialmente
desastrosas

em parte, ja o referimos, porque pressupde um programador eximio

linguagens que permitam gest3o explicita de apontadores, ndo forcam o
respeito do ambito dos valores (vetores, espagos memdria, nimeros) s3o

sujeitas a estes problemas
SMDS DLPC
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The Heartbleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSL/TLS provides communication
security and privacy over the Internet for applications such as web, email,
instant messaging (IM) and some virtual private networks (VPNs).

The Heartbleed bug allows anyone on the Internet to read the memory of
the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the
users and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
impersonate services and users.

OpenSSL - heartbleed

What leaks in practice? How to stop the leak?

We have tested some of our own services from Aslong as the vulnerable version of OpenSSLis in use
attacker's perspective. We attacked ourselves from it can be abused. Fixed OpenSSL has been released
outside, without leaving a trace. Without using any and now it has to be deployed. Operating system
privileged information or credentials we were able vendors and distribution, appliance vendors,

steal from ourselves the secret keys used for our independent software vendors have to adopt the fix

X.509 certificates, user names and passwords, instant and notify their users. Service providers and users
messages, emails and business critical documents and have to install the fix as it becomes available for the

communication. operating systems, networked appliances and
software they use.
SMDS DLPC 41


http://heartbleed.com/
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OpenSSL - heartbleed

HOW THE HEARTBLEED BUG WORKS:

PRE YOU STILL THERE?

SERVER, i
IF 50, REPLY "POTATO" (6 LETTERS). ser Meq wents these 6 letters: POTATO.

ser Meg wants these 6 letters: POTATO

ll‘I' RRDII‘I'

SMLL THERE?
FMRWW[WU@EWNQ Dser Mog vants
/) fhese ¢ letters: BIRD.

¢
o

IIID

DLPC
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https://xkcd.com/1354/

SMDS

OpenSSL - heartbleed

Hem...

SERVER, ARE YOU STILL THERE?
IF50,REPLY "HAT (500 LETTERS),

/

DLPC
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https://xkcd.com/1354/

que bruxaria é essa?

int main () {
float x, y, z, r;
X 1.000000019e+38;
y = x + 1.0e21;
z =x - 1.0e21;
r=y - z;
printf ("%f\n", 1);

% gcc -Wall float-ex.c -o float-ex
% ./float-ex
0.000000

nos floats, ndo & necessariamente verdade que (x + a) — (x — a) = 2alll
(fonte: link)
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http://www.astree.ens.fr/

Beware of the floats!

seguem a norma |EEE 754 - sdo aproximacSes com margem de erro!
surpresas podem advir deste facto...

ver por exemplo:

The floating point guide (link)

What Every Computer Scientist
Should Know About Floating-Point
Arithmetic (link)

p—

rove you are human:

01+02=?

WELCOME TO
THE SECRET
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http://floating-point-gui.de/
https://docs.oracle.com/cd/E19957-01/806-3568/ncg_goldberg.html
https://docs.oracle.com/cd/E19957-01/806-3568/ncg_goldberg.html
https://docs.oracle.com/cd/E19957-01/806-3568/ncg_goldberg.html
http://smbc-comics.com/index.php?id=2999

#pragma check_stack(off)
#include <string.h>
#include <stdio.h>

void foo(const char* input){

}

char buf[10];

printf("My stack looks like:\n%p\n’p\n’%p\n%p\n%p\n’p\n\n");
strcpy (buf, input);

printf("%s\n", buf);

printf ("Now the stack looks like:\n%p\n’p\n%p\n%p\n%p\n%p\n\n") ;

void bar(void){

}

printf ("Augh! I’ve been hacked!\n");

int main(int argc, char* argv[]){

printf ("Address of foo = %p\n", foo);
printf ("Address of bar = %p\n", bar);
if (arge !'=2) {
printf ("Please supply a string as an argument!\n");
return -1;}
foo(argv([1]);
return 0;

(fonte: link)

SMDS DLPC

que bruxaria é essa?

Address of foo
Address of bar
My stack looks
\alal5]als]515]5]
MABABA28
?FFDFA00
P@12FEE4
#9401 0BB
PA321599

ABCDEFGHI JKLMNOPPM-@

Now the stack looks like:
44434241

48474645

4C4B4A49

504F4E4D

A0401 050

09321599

Augh! I’ve been hacked?
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http://www.cse.scu.edu/~tschwarz/COEN252_09/Lectures/BufferOverflow.html

#include <stdio.h>

int main()

{
long diff,size = 8;
char *bufl;
char *buf2;

bufl = (char *)malloc(size);
buf2 = (char *)malloc(size);

if (bufl == NULL || buf2 == NULL)
{

perror("malloc");
exit(-1);
}

diff = (long)buf2 - (long)bufil;

printf("bufl = %p \n buf2 = Yp \n diff %d\n",bufl,buf2,diff);

memset (buf2,’2’,size) ;

printf ("BEFORE: buf2 = %s\n",buf2);
memset (bufl,’1’,diff+3); /* We overwrite 3 chars */
printf ("AFTER: buf2 = %s\n",buf2);

return 0;

SMDS

(fonte: link)

que bruxaria é essa?

bufil
buf2
diff

I

BEFORE:

AFTER:

0x804a5f8
0x804a608

16
buf2
buf?2

22222222
11122222
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http://www.ouah.org/lamheap.txt

mais apontadores sobre a construcdo de ataques em programas

https:/ /www.dwheeler.com/secure-programs/Secure-Programs-HOWTO /index.html
https://www.cl.cam.ac.uk/ rjal4/book.html

https://www.cs.ru.nl/E.Poll/hacking/
https://users.ece.cmu.edu/ adrian/630-f04 /readings/AlephOne97.txt
https://crypto.stanford.edu/cs155/papers/formatstring-1.2.pdf

https://www.cs.utexas.edu/ shmat/courses/cs361s/blexim.txt
http://hamsa.cs.northwestern.edu/media/readings/free.pdf
https://dl.packetstormsecurity.net/papers/bypass/GOT _ Hijack.txt

licdo:

(stack based | heap based) buffer ovwerflows surgem muito facilmente e
subtilmente

até o printf do C pode ser usado como porta de acesso a ataques!

usar com muito juizo fun¢des como memset, malloc e free (e.g. dangling
pointers), a aritmética de apontadores

evitar como a peste fungdes como gets(), sprintf (), strcat(), strepy(),
vsprintf ()
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https://www.dwheeler.com/secure-programs/Secure-Programs-HOWTO/index.html
https://www.cl.cam.ac.uk/~rja14/
https://www.cs.ru.nl/E.Poll/hacking/
https://users.ece.cmu.edu/~adrian/630-f04/readings/AlephOne97.txt
https://crypto.stanford.edu/cs155/papers/formatstring-1.2.pdf
https://www.cs.utexas.edu/~shmat/courses/cs361s/blexim.txt
http://hamsa.cs.northwestern.edu/media/readings/free.pdf
https://dl.packetstormsecurity.net/papers/bypass/GOT_Hijack.txt

culpar as linguagens de programacio?

os famosos WAT (obrigatério conhecer!)

WAT - A lightning talk by Gary Bernhardt from CodeMash 2012
(link do video)

outro WAT (link)
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https://www.destroyallsoftware.com/talks/wat
https://www.destroyallsoftware.com/talks/wat
https://www.youtube.com/watch?v=2pL28CcEijU

um WAT giro em Python

In [7]: a = 256 In [8]: a = 257
b = 256 b = 257
a is b a is b

Out[7]: True out[8]: False

este WAT explica-se bem: é consequéncia de uma optimizacio do
compilador/interpretador de python (para valores entre -5 e 256)

(para saber mais sobre WATs de python: (link))

SMDS DLPC
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https://www.youtube.com/watch?v=sH4XF6pKKmk

ha WATs e WATs

todas as linguagens tém os seus WATs

umas mais do que outras...

e ha WAT e WAT....

os WATSs explicam-se de vérias formas

e por questdes proprias aos compiladores (optimizagdes, etc..)

e ou, as vezes, por falhas de desenho desastrosas da linguagem ou do
compilador....

SMDS DLPC
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licdo?

conhecer bem as linguagens

conhecer bem os programas e as sua ldgica interna
saber optar por um estilo defensivo

ou...

ter linguagens menos permissivas, mais seguras, mais “‘mandonas’ e
desconfiadas...

ha custos... mas ndo valerdo eles a pena?
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compiler vs wife

BY KALISHIE SATHUPADI

COMPILER VS WIFE
Imﬂlw: ! , AL 1 B COSPTLER
cut YouR NS,
PAT THE BILLS. AND JUST DECLARE THAT YARTABLE..
LOOK AT CLOSE THAT BRACES..
TOUR HAIR. AMD DOW'T GET ME STARTED

Om THE TYPE MISMATCH

SMDS



/*P0Ox*/
int x = 0;

int £0(int y){
return y * x ;

}

int £f1 (int y){
X =7y;
return 0;

}

void main (){
z = £0(10) + £1(100);
}

SMDS

perceberam a licdo? entdo vejamos

/*P1x/

void main (){
int i;

int t[100] = {0,1,2,3, ...

while (i<100){
t[i]++:
it++;
}
}

/*P2%/

void main (){

,99};

float £ = 0.;
for (int i = 0; 1 < 1 000 000; i++){
f=f+0.1;
}
}
DLPC
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subtilidades semanticas...

/*P0x/
int x = 0;

int £f0(int y){

return y * x ; ordem de execuc¢3o:
}
ndo especificada em C
int £1 (int y){ especificada em Java
X =Y da esquerda para a direita, z =0
return O; da direita para a esquerda, z = 1000
}

void main (){
z = £0(10) + £1(100);
}

SMDS DLPC



/*P1x/

void main (){
int i;

int t[100] = {0,1,2,3,

while (i<100){

t[i]++:
i++;

>

/*P2%/

void main (){
float £ = 0.;

}

for (int i = 0; i < 1 000 000; i++){

}

f=£f+0.1;

SMDS

,99%};

DLPC

subtilidades semanticas...

Inicializac3o:
® runtime error em Java

e set-up qualquer em C (o
valor anteriormente atribuido
ao local meméria em causa)

Flutuantes, again...:

® 0.1 ndo é representado com
exactiddo

para que valor o compilador o
arredonda 7
® rounding errors

qual é o modo de
arredondamento em tempo
de execucdo ?
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finalmente

posso, neste exemplo articifical mas representativo, ganhar o acesso aos privilégios de
root?

#include <stdio.h>
#include <string.h>
int main() {
int passcorrect = 0;
char passwl[5];

gets(passw) ;
if (passcorrect == 0)

printf ("\n Wrong Password \n");
else

printf ("\n Root privileges given to the user”’
", passcorrect=%d \t passw=/s\n",
passcorrect, passw);
return O;

SMDS DLPC
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#include <stdio.h>
#include <string.h>
int main() {
int passcorrect = 0;
char passw[5];
gets(passw) ;
if (passcorrect == 0)
printf ("\n Wrong Password \n");
else
printf ("\n Root privileges given to the user”’
", passcorrect=/%d \t passw=/s\n",
passcorrect, passw);
return O;

$ gcc pass.c -o pass
$ ./pass
wteretw

Root privileges given to the user, passcorrect=30580

SMDS DLPC

finalmente

passw=wteretw
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o que fazer? a resposta de Robin Milner

Robin Milner (1934 - 2010) foi um dos grandes cientistas das linguagens de
programacgao

trabalhou para a emergéncia e a
consolidacdo das linguagens com forte énfase
na seguranca e confiabilidade

foi o grande obreiro para toda uma dinastia
de linguagens de programac3o com inferéncia
de tipos e tipos expressivos onde

well typed program cannot go wrong
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https://en.wikipedia.org/wiki/Robin_Milner

0 que esta a ser feito?

a comunidade das linguagens de programacgdo assumiu gradualmente o programa
de Robin Milner (e de outros grandes percursores como ele)

nos dias de hoje é claro que é uma falacia contrapor categoricamente, no
desenho de linguagens de programacio, a eficiéncia com a seguranca,

é hoje um anacronismo

as linguagens e respectivos compiladores devem chamar a si a responsabilidade
que lhes cabe

que o programador se preocupa com a definicdo e a eficiéncia do seu algoritmo,
da correcdo funcional,

a linguagem deve guiar, disciplinar o programador para a escrita de cédigo
inécuo

deve tratar da eficiéncia do cédigo maquina, da sua inocuidade

mas também (muito, muito importante!!!!) de uma traducdo fidedigna das
ideias do programador
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0 que esta a ser feito?

no more memory leaks! more statically type safe languages!

a comunidade trabalha assim no desenho de

e melhores linguagens de programac¢io com melhor suporte ao programador
(API, tool support)

e melhor sintaxe, melhor tipagem com sistemas de tipos cada vez mais
poderosos e discriminativos

e & milagroso o que se consegue fazer com sistemas de tipos ricos,
compile time:

e por exemplo, em linguagens com suporte a (variantes de) tipos
dependentes, definir o tipos dos vectores de tamanho até 10, de inteiros
pares, ou ent3o o tipo dos ficheros safe, que quando s3o abertos sio
garantidamente fechados... insisto: verificado compile time!

e melhores IDEs

e melhores mecanismos (estaticos) de verificacdo e de analise de cédigo

o melhores mecanismos de optimizacdo
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linguagens de programacdo emergentes (para a loT)

vejamos ent3o algumas propostas resultantes

algumas das linguagens de programacdo emergentes para a internet sdo

Rust js_ocaml Reason Kotlin...Scala
Go Hack Swift e muitas outras...

felizmente, parecem resultar de uma reflexdo sobre os problemas endémicos
aqui abordados

sdo linguagens com um sistema estatico de tipos fortes (static type
safety) e uma gestdo muito criteriosa da concorréncia, da meméria e da
mutabilidade (das variaveis)

de notar que alguns dos compiladores destas linguagens compilam para
(um subconjunto criteriosamente seguro de) javascript ou até para PHP
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Documentation

Rust is a systems programming language
that runs blazingly fast, prevents segfaults,
and guarantees thread safety.

See who's using Rust.

Featuring
= zero-cost abstractions

move semantics

guaranteed memory safety

threads without data races

trait-based generics

pattern matching

type inference

minimal runtime

efficient C bindings

SMDS

Mozilla

Install Community Contribute

Install Rust 1.16.0

March 16, 2017

/7 This code is editable and runnable!
fn main() {

// A simple integer calculator:
// "+ or "= means add or subtract by 1
// %' or */° means multiply or divide by 2

let program = "+ + % - /";
let mut accumulator = 0;

for token in program.chars() {
match token
'+' => accumulator += 1,
accumulator —= 1,
accumulator *= 2,
'/' => accumulator /= 2,
_ => { /* ignore everything else *x/ }

¥
}

println!("The program \"{}\" calculates the value {}",
program, accumulator);

DLPC

- Rust
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https://www.rust-lang.org

Google - Go

Try Go Pop-out & Go is an open source programming language
that makes it easy to build simple, reliable, and
// You can edit this code! efficient software.

// Click here and start typing.
package main

import "fmt"

func main() {

fmt.Println("Hello, tH")

Download Go
Binary distributions available for

Hello, World! v . "
Linux, Mac OS X, Windows, and more.
Featured video Featured articles
HTTP/2 Server Push
e e Lo HTTP/2 is designed to address many of the failings of
(in the previous program, we had a timeout for each message.) HTTP/1.x. Modern web pages use many resources: HTML,

stylesheets, scripts, images, and so on. In HTTP/1.x, each
of these resources must be requested explicitly. This can be
a slow process. The browser starts by fetching the HTML,
then learns of more resources incrementally as it parses
and evaluates the page. Since the server must wait for the
browser to make each request, the network is often idle and
underutilized.
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Reason Projects Tools

REASON
Install
REPL

SYNTAX BASICS
Primitives / Operations
Let Bindin:

Types Basic:

Tuples
Records
Destructuring
Functions
Variants
Loops and Te
Type Paramet
Exceptions

DIVING DEEPER
Curried Functions
xpressive Pattemn Matching
Obijects
Jsx

Syntactic Sugar (Abbreviations)

Automatic Printer Generation

ADVANCED

Modules

SMDS

Facebook - Reason

GitHub

REASON

A new developer experience for rapidly building fast, safe
systems.

<

Syntax
Reason is a new interface to OCaml - a highly expressive dialect of the ML
language featuring type inference and static type checking.
Reason provides a new syntax and toolchain for editing, building, and sharing

code, and will evolve in the open as a community collaboration. Reason already
has contributors across several organizations/companies.

Compare JS Compare ML

DLPC
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https://facebook.github.io/reason/

Facebook - Hack

<?hh
2 class MyClass {
: public function alpha(): int {

Programming productivity without 3 ey
breaking things | mubtic sunction sesa: sting ¢

8 return
0}
function f(MyClass $my_inst): string {
// Fix me!

GET STARTED WITH HACK
return $my_inst=>alpha();

What is Hack?

Hack is a programming language for HHVM. Hack reconciles the fast development cycle of a dynamically typed language with the discipline provided by static typing, while

adding many features commonly found in other modern programming languages.

Hack provides instantaneous type checking by incrementally checking your files as you edit them. It typically runs in less than 200 milliseconds, making it easy to integrate into

your orkflow without ing a noti delay.

The following are some of the important language features of Hack. For more information, see the full documentation, or follow through the quick, interactive tutorial.

Type Annotations

Type annotations allow for code to be explicitly typed on parameters, class member variables and return values.

SMDS DLPC
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http://hacklang.org/

Jetbrains - Kotlin

Kotlin O Yve Q

ydi
é:{l

Statically typed programming language
for the JVM, Android and the browser

100% interoperable with Java™

TRY KOTLIN Kotlin 1.1 Is Here! zead more

Why Kotlin?

2

e

Concise Safe Versatile Interoperable

—~
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https://kotlinlang.org

fora do compilador:
verificar a seguranca e a correcdo dos programas
desenvolvidos

SMDS DLPC
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debugging e profiling de cédigo C

Ao M raj@raj: ~

raj@raj:~$ gcc -o memory leak memory leak.c
raj@raj:~S valgrind --tool=memcheck --leak-check=yes ./memory_leak
Memcheck, a memory error detector
Copyright (C) 2002-2011, and GNU GPL'd, by Julian Seward et al.
Using Valgrind-3.7.0 and LibVEX; rerun with -h for copyright info
= Command: ./memory_leak

HEAP SUMMARY :
in use at exit: 4 bytes in 1 blocks
total heap usage: 1 allocs, 0 frees, 4 bytes allocated

4 bytes in 1 blocks are definitely lost in loss record 1 of 1
at Ox402BE68: malloc (in Jfusr/lib/valgrind/vgpreload_memcheck-x86-1linux.so

by ©x8048458: main (in /home/raj/memory_leak)

LEAK SUMMARY:
definitely lost: 4 bytes i blocks
indirectly lost: @ bytes i blocks
possibly lost: ® bytes 1 blocks
still reachable: @ bytes i blocks
suppressed: O bytes 1 blocks

For counts of detected and suppressed errors, rerun with: -v
ERROR SUMMARY: 1 errors from 1 contexts (suppressed: ® from @)
raj@raj:-S$



http://valgrind.org/

astree

- analise

estatica

Project Analysis _Editors

Example 1: scenarios

@ Welcome
Configuration

& Preprocessor

A Parser

/ Analyzer

A Annotations
Results

Call graph
/. Reports
Files

Tools.

PEEO RFR2 O0O® €« CR

Preprocessed | Original

Help

<

Overview

Fndngs/C | Findngsf | Ruevolatns | Reachabiity | Mewics | Datafow | Fter
- Count  Name
- 7 Alarms

Alarms (7 findings)

Out-of-bound array access
Possible overflow upon dereference

~ 0 1 Invalid ranges and everflows
1} verflow in conversion
A | 1 Failed or invalid directives
1 P Assertion failure
~ 2 Uninitialized variables

2 P Use of uninitialized variables
2 Errors

[ call#main@58 st scenarios.c:58.0-130.1
if@80=true at scenarios.c:80.4-82.5
M

Fitters | v || Typefiters | |Comment fiiters | 8 of 8 findings visible

Type

( Project Summary  Resource Moritor

Errors: 2

Alarms on code locations

Run-ime erers: 7

Data flow anomaiies: &

Rue viclatons: 0
SMDS

Category

Invalid conversion

Location al

Comment
P Netification

scenarios.c734-20

translate_waming(type): conversion from floating-f
P Alarm Q) Overflow in conversion # scenarios.c734-20 double->signed short conversion range [0, 40000] r
P Alarm () Use of uninitialized variables # scenarios.c808-23 uninitialized read: reading 4 byte(s) at offset(s) 0 in
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frama-c - analise estatica e verificacdo deductiva

000 Frama-C

File_Project Analyses Help

] B2 8 V@

L] =] L
Quit SetCsourcefiles Save  SaveAs  Revert New Copy  Delete ' Properties  Stop
Source file 4] tnp_L6 = Iimer_elapsed|ime(s shutdownlimer};
¥ Jusrflocal/sharefframa-c/ibc/stdio.h 3
b externalh 1f (tmp_18 > RoCo_shutdownTimeout PARAM) {
K _LOR 3: /* internal */
impls.c final = (char )0; !
b main_testcase 1.c RoCo_isActive = {char )0; i
- - RoCo_legAnglevalid = (char )0;
¥ roco.c 3
Frama_C_dump_each }
+
desiredEngineVoltage = Interpolate_from_curve(& EngineSpeedToVoltage CURVE,
angleDi ffRequest) ;
desiredEnginevoltage = Limiter out(Engine minVoltage PARAM,
adaptation desi redEngineVol tage,

Engine maxVoltage PARAM); X
angleDiffRequest if (Engine maxVoltage PARAM == desiredEnginevoltage) { } deg
batteryLowDelay else R des

if (Engine minVoltage PARAM == desiredEngineVoltage) { FMpedos=siy
deltaSearchPhase .
in
desiredEngineVolt else { tmp 19 = 0; }
esiredEngineVoltage } limitationActive = (char )tmp_19; Frama_C dump_each();
direction ;’?
de: ineVoltage. t13.dT): -
J—2hled wasInit = init; wasActive = RoCo_isActive;

Timer tick(& shutdownTimer,dT); Timer tick(& initTimer,dT); ::i
> WP ) Tin
> slicing ) Tin
b =0.0;

mpact else { RoCo_engineVoltage = 0.0; } s {
» Metr Rol
¥
» Occurrence Teturn;

Information | Messages | Console | Properties | WP Praof Obligations
Function: RoCo_process

Statement: 434 (line 297 in roco.c)

Variable desiredEngineVoltage has type "real64 ".

It is a global variable.

It is referenced and its address is not taken.

Before statement:

desiredEngineVoltage € (-9.6 .. 8.1

/At next statement:
desiredEngineVoltage € [-9.6
[dependencies] for desiredEn
[show_def] computed

SMDS DLPC
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https://frama-c.com/

infer - analise estatica

um exemplo de ferramenta: infer (link), da Facebook

|- Infer

Atool to detect bugs in Java and
C/C++/Objective-C code before it ships

Infer is a static analysis tool - if you give Infer some Java or C/C++/Objective-C code it
produces a list of potential bugs. Anyone can use Infer to intercept critical bugs before
they have shipped to users, and help prevent crashes or poor performance.

Infer is a static analysis tool - if you give Infer some Java or
C/C++/Objective-C code it produces a list of potential bugs.
Anyone can use Infer to intercept critical bugs before they have
shipped ti users, and help prevent crashes or poor performance.
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http://fbinfer.com/

safety, security ...and beyond!

foram listadas algumas ferramentas, técnicas para assegurar a safety e a
security

podemos ir mais longe e conseguir assegurar a correcdo funcional?

o Eldorado da engenharia de software

nem sempre, mas muito mais vezes do que pensamos!
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uma ilustracdo com base num exemplo famoso

binary search: primeira publicacdo em 1946... J:?
4::3_l i
i 4:'6 3'
...primeira publicacdo sem bugs em 1962 | 1 | ; ‘ éll_l 6 ‘ 7}, | 5 ‘10|13|14|
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uma ilustracdo com base num exemplo famoso

Jon Bentley - Programming Pearls. 1986 (2"
ed. 2000)

(coluna 4) - writing correct programs
The challenge of binary search

(como visto p.37)

Warning
Boring material ahead
skip to section 4,4
when drowsiness strikes

explicacdo concisa e clarissima da situac3o...
€ mesmo assim...
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uma ilustracdo com base num exemplo famoso

em 2006, foi encontrado um bug na biblioteca padrdo de Java... na pesquisa
binaria

Joshua Bloch, Google Research Blog
“Nearly All Binary Searches and Mergesorts are Broken”

estava |4 ha mais de 9 anos
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uma ilustracdo com base num exemplo famoso

o bug :

int mid = (low + high) / 2;
int midVal = a[mid];

pode exceder a capacidade do tipo int: integer overflow

e logo provocar um acesso fora do dmbito do vector (array out of bound)

int mid = low + (high - low) / 2
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Why3 Interactive Proof Session
Context Theories/Goals

@ Unprovedgoals  |v &5 binary_search int32_Lmiw

N v [ Binarysearchintaz
&g "B Crortnany s
Strategies v R split goal_wp

Compute » L] 1. integer overflow
= » [] 2. integer overflow
Inline » [J 3. integer overflow

spl » L] a.loop invariant init
— » L] 5. loop invariant init
e » [] 6. integer overflow
Alt£rgo (1.30) v ] 7. integer overflow

R Alt-Ergo (1.30)
R oves 24.0)

X CvCa (15 prerelease)
X spass (3.9)

ove3(2.4.1)

Cvca (1.5-prerelease)

Metis (2.3 \
23} e X Vampire (4.1)
Spass (3.9) R Yices (25.2)
R Yices (vices)
| vempire(@) | X251
Yices (2.5.2) » LJ 8. division by zero
= ————— » [] 9. integer overflow
pices (Yices) > L] 10. assertion
23(45.1) » L] 11.index in array bounds
» L] 12.integer overflow
S » L] 13.integer overflow
Edit » L] 14. loop invariant preservation
= » L] 15. loop invariant preservation
» L] 16.loop variant decrease
Remove » L] 17.indexin amay bounds
> 18. integer overflow
Clean 9
Clean. » L] 19. integer overflow
Proof monitoring » L] 20.100p invariant preservation
aiting: 0 .
i N 21. loop invariant preservation
il » L] 22.loop variant decrease
[ Ess » L] 23. postconition
——— » L] 24. exceptional postcondition

SMDS

Status Time

CEPOOOD

0.02
0.02
004
002
0.02
001

5.00
278
005
512
5.00
0.00
0.00
499
0.02
003
053
0.02
002
004
003
028
003
003
0.02
0.02
002
024
0.02
003
0.02

pesquisa binaria com why3

Source code | Task | Edited proof | Prover Output | Counter-example

le: binary_search_int32_1/../binary_search_int32_1.miw
module BinarySearchInt32
use daport mach.int. Intaz
use import ref R
Ve trport mech array.Arrays2
(+ the code and its specification *)
exception Break int32 ( raised to exit the loop *
cebtion Mot found [+ raised to Signal'a Search failure )
Lot BIIYISGARGh (a : array int32) (v ¢ int32)
requires { forall il i2 : int. 0 <= il <= 12 < to_int a.length ->
ANt ali11 e foine aliz]
ensures { 0 <= to_int result < to_int a.length /\ alto_int result] = v }
raises  { Not_found >
forall i:int. 0 <= i < to_int a.length -> alil < v }
- try
Yot 1= ref (of int 0
Lt u = ref (length a - ftcintarn
e 11
inwardant {0 <c to-int L7\ tozint
variont { forati i ane. /s 4" 18
Bt
t 1L}
(fu + 1) / of _int 2 in
m <= toint 1u};
else
raise (Break m)
done.
raise Not_found
with Break
end
end

DLPC
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Context
@ unproved goals
O All goals

Strategies

| compute |
| inline |
| split

Provers

| AltErgo (1.30)

cve3(2.4.1)

| cvea (1.5prerelease)

Metis (2.3)
Spass (3.9)
Vampire (4.1)
Yices (2.5.2)
Yices (Yices)

Z3(4.5.1)

Edit

Replay |

| Remove |

Clean

Proof monitoring
aiting: 0
scheduled:
Running: 0
Interrupt

Status Time

binary search done and proved right!

Theories/Goals

Source code | Task | Edited proof | Prover Output | Counter-example

&

(m (W] w] R[] a]=] 5]

SMDS

binary_search_int32_2.miw
BinarySearchint32
v L[] vcforbinary_search

a) |

3

[ m] ] 'n] =] ]a]=]8]a]5]=]5) ]

split_goal_wp

1. integer overflow

4. loop invariant init
5. loop invariant init

teger overflow

eger overflow
8. division by zero
o
10.

eger overflow

nteger overflow
11. assertion
12. index in array bounds

nteger overflow

&

nteger overflow

15. loop invariant preservation
16. loop invariant preservation
17. loop variant decrease

18. index in array bounds

19. integer overflow

20. integer overflow

21. loop invariant preservation
22. loop invariant preservation
23. loop variant decrease

24. postcondition

] 25. exceptional postcondition

0000000000000000H000000000000

0.02

file: binary_search_int32_2/../binary_search_int32_2.mlw

1
2 module BinarySearchInt32

3

4 use import mach.int.Int32

5 use import ref.Ref

6 use import mach.array.Array3z

7

8 (* the code and its specification *)
9

16 exception Break int32 (* raised to exit the loop *)

11 exception Not_found  (* raised to signal a search failure *)

bt
13 let binarylsearch (a : array int32) (v : int32)

14 requires { forall il i2 : int. 0 <= il <= i2 < to_int a.length ->
15 to_int alil] <= to int ali2]

16 ensures { 0 <= to_int result < to_int a.length /\ a[to_int result] =
17 raises { Not_found ->

18 forall iiint., 0 <= i < to_int a.length -> ali] < v }
19 = try

20 let 1 - ret [EQEIEY <

21 u = ref (length a - ofiint 1) in

22 e

23 invariant { . /\ to_int lu < to_int a.length }
22 invariant { forall i : dnt. 0 <= i < to_int a.ler

25 alil = v -> to_int 11 <= i <= to_int

26 variant { to_int 'u - to int Il }

27 let m = 11 + (B =iil) / OFdnE3 in

28 assert { to int L <= to_int <= toint 1 };

29 if afn] < v t

30 o e 1

31

32

33 else

34 raise (Break m)

35 done;

6 raise Not_found

37 with Break 1 ->

38 i

39 end

0

41 end

42

(fonte : link)
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http://why3.lri.fr/
http://toccata.lri.fr/gallery/binary_search.en.html

e que tal... funciona? um sé exemplo

(fonte: link)

QUANTA wasazie

PHYSICS ~ MATHEMATICS ~ BIOLOGY ~ COMPUTER SCIENCE ~ BLOG ~MORE  ALL  SUBSCRIBE Q

COMPUTER SECURITY

Hacker-Proof Code Confirmed

Computer scientists can prove certain programs to be error-free with the same certainty that mathematicians
prove theorems. The advances are being used to secure everything from unmanned drones to the internet.
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https://www.quantamagazine.org/20160920-formal-verification-creates-hacker-proof-code/

voltamos a quest3o... licdo?

conhecer bem as linguagens

conhecer bem os programas e respectiva l6gica interna

mas, como o exemplo do WAT do python o mostrou, para programar bem
numa determinada linguagem, n3o basta saber programar e conhecer a
linguagem, é necessario conhecer bem o compilador!
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A SERMON ON SAFETY

Life is too short to spend time ing down irreproducible bugs, and money
is too valuable to waste on the purchase of flaky software. When a program
has a bug, it should detect that fact as soon as possible and announce that fact
(or take corrective action) before the bug causes any harm.

Some bugs are very subtle. But it should not take a genius to detect an out-
of-bounds array subscript: if the array bounds are L..H, and the subscript is
i,theni < Lori > H is an array bounds error. Furthermore, computers are

1l-equipped with hard able to the condition i > H. For sev-

eral decades now, we have known that compilers can ically emit the
code to test this condition. There is no excuse for a compiler that is unable to
emit code for checking array bounds. Optimizing compilers can often safely
remove the checks by compile-time analysis; see Section 18.4.

One might say, by way of excuse, “but the language in which I program has
the kind of address arithmetic that makes it impossible to know the bounds
of an array.” Yes, and the man who shot his mother and father threw himself
upon the mercy of the court because he was an orphan.

In some rare circumstances, a portion of a program demands blinding
speed, and the timing budget does not allow for bounds checking. In such
a case, it would be best if the optimizing compiler could analyze the sub-
script expressions and prove that the index will always be within bounds, so
that an explicit bounds check is not necessary. If that is not possible, perhaps
it is reasonable in these rare cases to allow the programmer to explicitly spec-
ify an unchecked subscript operation. But this does not excuse the compiler
from checking all the other subscript expressions in the program.

Needless to say, the compiler should check pointers for nil before deref-
erencing them, too.'

SMDS DLPC
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diz o livro do tigre...

modern
compiler
implementation
in ML

andrew w. appel

(link)
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https://www.cs.princeton.edu/~appel/modern/ml/

medidas de seguranca em compiladores

tradicionalmente atribuimo-lhes a responsabilidade da eficiéncia do cédigo
produzido, assim estes realizam analises de cédigo complexas das quais
resultam oportunidades de optimizacdo de cédigo

em geral, estas optimiza¢des alteram a forma como um programa manipula
dados na meméria (this is where the devil is!)

safety: se um compilador percebe que um indice de vector esta correctamente
definido e utilizado, pode proceder a remocdo dos array bound safety checks
pelo contrario, pode eventualmente acrescenté-los

outras medidas podem ser, por exemplo, inicializacdo sistematica de variaveis
quando o programador n3o fornece estes valores, etc.

security: na desconfianga por desenho que um compilador pode seguir (no caso
de linguagens permissivas e despreocupadas), um compilador pode juntar guardas
no cédigo produzido (en detrimento de um cédigo mais eficiente)

exemplos: canérios, guardas de proteccido do fluxo de controlo, barulho no fluxo
controlo (para evitar side-channel attacks), ofuscacdo de cédigo, etc.
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medidas de seguranca em compiladores

mas realcemos o facto absolutamente vital

quaisquer que sejam as suas caracteristicas, funcionalidades
acrescidas, um compilador ndo pode introduzir bugs

é um desafio de maior importancia e maior dificuldade em parte porque

e as optimizacdes quebram facilmente a correspondéncia natural entre
cédigo fonte e cédigo produzido

e para ter garantias sélidas, é necessario definir uma semantica formal

na fonte e no alvo e demonstrar que a traducdo respeita as semanticas
(hard work!)
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culpar os compiladores?

We tested thirteen production-quality C compilers and, for each,
found situations in which the compiler generated incorrect code
for accessing volatile variables. This result is disturbing because it
implies that embedded software and operating systems — both
typically coded in C, both being bases for many mission-critical
and safety-critical applications, and both relying on the correct
translation of volatiles — may be being miscompiled.

Eric Eide and John Regehr. Volatiles are miscompiled, and what to do
about it. In Proceedings of the 8th ACM International Conference on
Embedded Software, EMSOFT '08,

SMDS DLPC 86



resposta: compiladores seguros

alguns compiladores foram alvos de validagdo (processo normalizado,
testes): compilador de C da Green Hills (uma licenga, 80K euros)

outros seguiram um processo de desenho rigoroso e sustentado, com uma
sintaxe e uma semantica formal bem definidas e apoiadas em principios
matematicos bem estabelecidos: Ocaml, Haskell, ADA etc...

sdo linguagens e compiladores construidos seriamente e by the book que
permitem ao programador poder capturar o comportamento do programa
que escreve

alguns deles foram até formalmente verificados: o compilador Compcert
para (um grande sub-conjunto de) C, por exemplo

SMDS DLPC
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sistemas operativos e plataformas de execucdo

encontramos também dois aspectos até agora muito discutidos aqui:
e 0s SOs e as maquinas virtuais s3o software

por isso padecem das fraquezas e ameacas tipicas ja aqui longamente
expostas

® nos seu papeis de orquestracdo da execucdo de programas, reencontramos
no desenho dos SOs e das VMs o compromisso de sempre: eficiéncia vs.
seguranca e robustez a internet das coisas é escassa em recursos!

acresce a este cenario que sdo a altima barreira entre

e um programa malicioso, ou mal concebido, um contexto hostil (espaco,
contexto critico, etc.) etc.

® e a maquina fisica

‘550 eles (e as maquinas subjacentes) que sdo alvo dos ataques! ‘

SMDS DLPC

89


http://iotindiamag.com/wp-content/uploads/2016/12/58807382.jpg

sistemas operativos e plataformas de execucdo

um anedota: no espaco (onde evoluem os SOs nos satélites, foguetdes etc...), os
bits da memdria podem mudar de valor “do nada” por influéncia de forcas
electromagnéticas (dos quais temos alguma protecdo na Terra)

os SOs para este contexto sdo desenhados de forma a que sejam totalmente
previsiveis, redundantes e robustos

em termos arquitecténicos podemos citar os separation kernels, MILS (Multiple

Independent Levels of Security)

aqui na terra, a medida que s3o conhecidas técnicas de ataques, os SOs sdo
equipados de contramedidas (citemos técnicas de sandboxing, proof carrying
code, runtime verification, security manager, etc..)
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sistemas operativos e plataformas de execucdo

estas técnicas permitem que falhas resultantes de bugs de programas ou de
programas mal concebidos/intencionados sejam evitadas ou ndo tenham
consequéncias maiores

mesmo se os compiladores mais prevenidos implementam medidas de prevencio
os SOs precisam de se proteger porque

e podemos sempre escrever programas em linguagem maquina e

e 0s SOs ndo podem assumir nada sobre a proveniéncia do executavel
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execucdo segura na internet
as linguagens de programacdo, os seus compiladores, sdo ferramentas

o bom profissional usa varias ferramentas e as que mais se adequam as tarefas

assim...
pode-se assumir Javascript como standard, mas ndo confiar....

passa por exemplo por propor (novas) linguagens de programacdo que
conduzem os seus programadores para o desenho de programas eficientes e com
seguranga acrescida mas que compilam para JavaScript, i.e. produzem programas
Javascript para as quais se tem garantias acrescidas de seguranca

ou propor um novo assembly da internet.

reparemos que estas duas op¢des n3o sdo exclusivas: podemos ter novas
linguagens de programacio que compilam para novos assembly para a internet
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execucdo na internet mais segura?’

exploremos o caso de um novo assembly da internet:

ganha forca uma proposta para a uma nova linguagem de baixo nivel para
a internet (das coisas) mais segura, robusta, eficiente: webassembly

Bringing the Web up to Speed with WebAssembly

Andreas Haas Andreas Rossberg Derek L. Schuff* Ben L. Titzer Michael Holman
Google GmbH, Germany / *Google Inc, USA Microsoft Inc, USA
{ahaas,rossberg,dschuff, titzer}@google.com michael.holman@microsoft.com

Dan Gohman Luke Wagner Alon Zakai JF Bastien
Mozilla Inc, USA Apple Inc, USA
{sunfishcode,luke,azakai}@mozilla.com jfbastien@apple.com
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webassembly

WEBASSEMBLY Overview Demo  Getting Started ~ Docs ~ Community ~ Roadmap  FAQ

The initial version of WebAssembly has reached cross-browser consensus. Learn more

WebAssembly or wasm is a new portable, size- and load-time-efficient format suitable
for compilation to the web.

WebAssembly is currently being designed as an open standard by a W3C Community Group that
includes representatives from all major browsers.

Efficient and fast Safe

The wasm stack machine is designed to be WebAssembly describes a memory-safe,
encoded in a size- and load-time-efficient binary sandboxed execution environment that may even
format. WebAssembly aims to execute at native be implemented inside existing JavaScript virtual
speed by taking advantage of common hardware machines. When embedded in the web,
capabilities available on a wide range of platforms. WebAssembly will enforce the same-origin and

permissions security policies of the browser.
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http://webassembly.org/

Bringing the Web up to Speed with WebAssembly

Andreas Haas  Andreas Rossberg Derek L. Schuff* Ben L. Titzer Michael Holman
Google GmbH, Germany / *Google Inc, USA Microsoft Inc, USA
{ahaas,rossberg,dschuff t michael i

Dan Gohman Luke Wagner Alon Zakai JF Bastien
Mozilla Inc, USA Apple Inc, USA
{sunfishcode,luke,azakai} @mozilla.com jfbastienQapple.com

SMDS

DLPC

webassembly: objetivos

e Safe, fast, and portable semantics:
= safe to execute
= fast to execute

= language-, hardware-, and platform-independent

= deterministic and easy to reason about
= simple interoperability with the Web platform

o Safe and efficient representation:
= compact and easy to decode
= easy to validate and compile
= easy to generate for producers
= streamable and parallelizable
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webassembly tem semantical

mecanismos de execugdo comprovadamente seguros, precisos, previsiveis e

eficientes: n3o é coisa para meninos

(store) s

(instances) inst
tabinst
meminst

(closures)

(values) v

(administrative operators)
(local contexts)

{instinst", tab tabinst", mem meminst"}
func.r” gob " tab ', mem '}
fosi, code 1) (where f is not an import and has all exports 2" erased)
t.const ¢

| trap| call cf | abel{t"; "} e end | localf{i; "} ¢” end

':uun e} L¥ende”

=

fiet i svtiet

(t.const c) t.un
(t.const cy) (t.const c3) t.binop
(t.const c1) (t.const c3) t-binop
const o) t.testop

(tconst ) (t.constc3) Lrelop
(t1.const c) tz.convert t; sz

(t1const
(irconst 012

©) tz.convert t; sz
reinterpret (;

unreachable
o

v drop
s vs (i32.const 0) select
oo (G2const 1) select

(i32.conmt 00 4 f el
(2o i1 o) end

(32.const k) (brtable ¢ 53
(32.const  + n) (brtable )

SMDS

Siugilocal(i: v} e end —», ;x5 localli; ] <" end
t.const unop, (c)

tconst e ifc.= binop, (c1,cz)
trap otherwise
32.const testop, (c)
132.const relop, (c1,cz)

tz.const i = ovtif ()

trap
tz.const consty (bitss, (¢))
trap

abelftri) v e
label u.ﬂm end} v” ¢* end

block € end
block 1f ¢ end

forreresporto Lo oLl

. o i s = (e 1 local " °)

-y

local{choc " (tconst 0)*) lock (¢ > £7) ¢ endend
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(contexts) € = {func 4, global tg", table n’, memory n’, local £*, label ()"}
‘Typing Instructions Cre
CFtconstcict CFtumopit—t CFtbinopitt—t CF tlestopit—i32 CF Lrelopitt—i2

WAt s =co(b=inAt =i ALl <|b) V(= faAt = ) utt lul=lbl
C'F ty.convert ty sz’ itz =+ t1 C'+ tyreinterpret f3 : t2 — 1
CF uneachable : >1;  Crnopicoc OFdmpiioc CFselectiiim2 i
U Clabe )iy =t Clabel(E)F e if
CF block i ¢+ end : {f loop (f ¢+ end : f
=17t Clabel(5) el tf  Clabel (67) it f
CFil i o elsecs end : 732 £
Cuvali Cusli) = * (Com) =
Crbriitir oG Crbdfise@—r  CFbitableit: 63256
Cuns(|Cil =) =t Coneli) =t/ e
Gt Crallioff irect 1 : l,\3242,
Clocalli) = t Clocalli) =t Cioca(i) = t Cosa(i) = mut” t Cgobai(i) = mut t

CF getlocalizc +{

ey =0
cr

CFsetlocali:t re

2° < (|tp| <)'lt]

CFteelocaliz +( CF getglobalizc+{

(ps2) =eVi=im  Comoy=n z'<(\1p\<)m
w2t

tload (ip s2)" a0 : i3

mxp ao:i32t

or

CF grow mamery |55
Cre:tists Cre:tisg

Gy =1
Carrent memary ¢ 5 5%
Creiitiag

Xp =evi=im

OFereae Creait+6 Creittarg
‘Typing Modules
Y=t Cloaltit,kbel(t)Fe it tg=mu't Che et a'=eVig=t
Cr e func flocal e - ea” o CF e global tye*: ex ty

(Cume(i) =
CF e tablenin :

en CF e memoryn: e n

CF set_global it ¢

CF e func {f im : ez §f

b Sz )
(o= g

=t
CF e global tg im : ez g
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Figure 3. Typing rules.

CF e memory nim < ez .
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arquitectura de execucdo seguras

a semelhanca dos compiladores, ha SOs/VMs cujo comportamento foi
estudado e verificado

citemos a Java Card Virtual Machine (que estd nos vossos cartdes de
cidaddo) ou ainda o SEL4 (link)

About~  Contact  Info~  Community ~

The selL4 Microkernel °£ﬂl4
Security is no excuse for poor performance! Security. Performance. roof.

The world's first operating-system kemel with an end-to-end proof of implementation correctness and security
enforcement is available as open source.

Sign up to sel4-announce Sign up to sel4-devel
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onde saber mais?

para além das programacdes, algoritmia e estruturas de dados, frequentam
assiduamente e com todo o empenho as UCs seguintes oferecidas pelo

DIUBI:

istemas erativos .
S Op Sistemas de Software

" Seguro
Seguranca Informatica g

Seguran¢a da

Processamento de N
Informacio

Linguagens

SMDS DLPC

Computacio Fiavel
Desenho de Linguagens

de Programacio e de
Compiladores
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informatica: o futuro

longe de mim a minha apresentacio ser pessimista, ao contrario

nés, informaticos, temos longos dias de sol a nossa frente
e os informaticos (bons, maus, instantaneo, reconvertidos etc.) terdo
sempre emprego
e 0s bons informaticos terdo uma carreira
e e 0s choosen ones moldardo o mundo
€ mesmo assim, seremos sempre os que sabem instalar impresoras e

configurar o wifi da vizinha de baixo ou ainda arcar com culpas quando as
organizacdes funcionam mal
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conclusio

Xavier Leroy, co-autor do OCaml, do verificador de bytecode Javacard embutido,
da maquina virtual Zinc, do LinuxThreads, do CompCert, etc...

...Um pouco de programacio afasta-nos da légica e da
matematica, muita programacdo conduz-nos de volta para

elas.
w0 s Q e oK
3 B A
...Melhor... f ...Mais...
— programador —
ciéncia, arte e engenho lambda ciéncia, arte e engenho
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